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1
Decision/action requested

It is proposed to approve the change described in this document.
2
References

[1]
3GPP TR 33.875: "Study on enhanced security aspects of the 5G Service Based Architecture (SBA); ". 
3
Rationale

It is proposed to update the KI#3 based on the common understanding in last meeting.
4
Detailed proposal

*** 1st CHANGE ***
5.3
Key Issue #3: Service access authorization in the "Subscribe-Notify" scenarios

5.3.1
Key issue details

"Subscribe-Notify" NF Service illustration 1 specified in TS 23.501, clause 7.1.2, allows one NF (e.g., NF_A) to subscribe to notifications of NF producer (e.g., NF_B). The subscription request includes the notification endpoint (e.g., the notification URL) of the NF Service Consumer. In this scenario, NF_A subscribes the service of NF_B for itself. 
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Figure 5.3.1-1: "Subscribe-Notify" NF Service illustration 1 (non-delegated scenario)

"Subscribe-Notify" NF Service illustration 2 specified in TS 23.501, clause 7.1.2, allows one NF (e.g., NF_A) to subscribe the service of NF producer (e.g., NF_B) on behalf of another NF (NF_C), in which the notification URI of NR_C is included. It means the NF_C will receive the notification message even though the subscribe request is sent by NF_A. 
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Figure 5.3.1-2: "Subscribe-Notify" NF Service illustration 2 (delegated scenario)
For instance, as defined in TS 23.502 clause 4.15.3.2.2, UDM could send subscribe request including the UDM URI and NEF URI to the AMF to subscribe service on behalf of the NEF, i.e., Namf_EventExposure_subscribe request. If the monitored event occurs, the AMF will send the event report to the associated notification URI endpoint of the NEF. Here the location report of the UE is one of the potential event reports, which can be provided by the AMF during in the above procedure. It means that the UE location report will be transmitted to the NF_C according to the subscribe request sent by NF_A.
While for request/response TS 33.501 provides direct context how to handle the related OAuth2 security, this part is missing for subscribe/notify. In case of Figure 1, when NF_A subscribes the service of NF_B for itself, the assumption of having the same security as for request/response seems valid.

This key issue looks potential threats related to both scenarios. But in particular it is elaborated for Figure 2, whether TS 33.501 needs to provide additional description text for the use case, when one NF (e.g., NF_A) subscribes the service of NF producer (e.g., NF_B) on behalf of another NF (NF_C).
One  security issue of "Subscribe-Notify" NF Service illustration 1 and 2 is that NF_B may redirect the Notification message to an unauthorized NF if the Notification URI in the subscribe message is not authorized. The issue now also arises because of the subscribe notify use cases that have been defined with respect to DCCF and MFAF, wherein both the DCCF and the MFAF are only provided with the URI where the notification has to be sent, and therefore an unauthorized consumer can receive the notifications if the URI is not authorized.
In this case, NF_B is either malicious or unintentionally sending a notification with a wrong URI due to mis-operational aspects. Or NF_A is malicious and intentionally subscribing NF C to receive notifications. If the consumer NF_C is receiving notifications unwanted, this could result in a threat situation. One potential threat could be that the consumer is in a different jurisdictional region, where the reception of these data could be forbidden and results in a privacy regulation issue. Also, if initiated by NF_A, it could bring NF_B in a legally problematic situation, if NF_B is sending notifications to a region or consumer, which is not allowed.

Another situation could be that NF_C is receiving many notifications, which results in a deny of service attack. 

Last but not least, such behaviour can lead to unwanted information disclosure.
This key issue seeks for solutions (or checks if the existing specification is sufficiently covering this) on how to assure that the notification messages could be only forwarded to an NF that is authorized byNRF, a subscriber cannot subscribe for another NF without being authorized, a notification producer cannot pretend to have a subscription for the notification recipient.
5.3.2
Security threats

Different types of attacks can be envisioned.

a) NF_A, the subscriber for the service is malicious. 

b) NF_B, the notification provider is malicious.

c) NF_C, the notification recipient is malicious.

For a):
In "Request-Response" scenario, when a malicious NF or a compromised NF tries to access aservice for which it is not authorized, the NRF can verify and prevent this during access token process, since access token requester and service user are the same NF. In “Subscribe-Notify” scenario, current specification allows that a compromised NF can subscribe or unsubscribe a notification service from an NF Service Producer to notify data to an NFby setting the address of notification endpoint (e.g., “Notification URI”) with address of the  NF.  Whether the NF Service Producer is able to ensure that the NF, whose URI is mentioned, is authorized to receive the notification,  needs to be clarified. Otherwise, a compromised NF (subscriber) can force the NF Service Producer to send notifications (or to unsubscribe from notifications) to arbitrary consumers. This can lead to deny of service at the notification recipient or to enforcing the notification producer to send notifications to a region, which has different legal bindings, and e.g., violates privacy settings.
If an NF is not authorized to subscribe on behalf of another NF for notifications, then the NF receiving notifications could also face a deny of service situation.

If the NF receiving the notifications is not authorized or has not authorized the subscription, it could receive data not intended for this NF.
For b):
NF_B would be malicious and not send the notifications to NF_C, but pretend to NF_A all is okay. In this case, NF_A and NF_C are victims. 
For a) or b):
If the URI is not verified, according to TS 23.501, the “Subscribe-Notify” scenario, if used for NF’s own event (e.g., AMF Status change),  notifications could be leaked to an unauthorized NF, while according to TS 23.288 Clause 6.2.6 subscribe-notify is used in order to enable the data consumer to receive the data from DCCF and MFAF. Thus, notification messages that can include sensitive information (e.g., location report),  could be exposed to an unauthorized network function routed by the URI in the subscribe request message.
For c):

If the recipient of notifications is malicious (attack type c), NF_C can do whatever it wants with the received data.
5.3.3
Potential security requirements

It shall be possible for 5G system to ensure notification service is only provided to an authorized NF routed by the URI in the subscribe request message.

It shall be possible for 5G system to prevent information disclosure to an unauthorized NF routed by the URI in the subscribe request message.
It shall be possible for the 5G system to ensure that the subscriber is authorized to subscribe for notifications on behalf of the NF Service Consumer.

It shall be possible for the 5G system to ensure that the notification service is only provided to an NF Service Consumer that has authorized the subscriber to subscribe on its behalf for notifications.

*** END OF CHANGES***
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